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Increased concern about data security is now experienced with cloud computing,
mainly on the aspect of data confidentiality of the CSP. This research examines
the use of cryptographic algorithms such as DES and AES in cloud computing to
alleviate the security risk. Simulations in Matlab R2009a are conducted based on
a quantitative approach for evaluating the encryption speed, data security, and the
resource usage of both algorithms. Findings show that although DES improves
data security, the short key length and susceptibility to cryptographic attacks make
it less efficient for large-scale cloud applications. On the other hand, AES has
better security and scalability but is hindered by its computational intensity. The
comparative analysis suggests that AES is a better choice for cloud security if
optimization strategies overcome its resource-intensive nature. It, therefore,
contributes to understanding solutions in cryptographic secure cloud computing
and emphasizes the need for tailored encryption standards that respond to specific
cloud security needs. Future research should further address emerging
cryptographic technologies and real-world implications for diverse cloud
environments.

Introduction

This chapter discusses the growing trend of cloud computing and the associated increase in security

issues, particularly data confidentiality with CSPs. The central research question addresses the issue of
whether cryptographic algorithms, such as DES and AES, can reduce security risks in the cloud. Five
sub-research questions will guide this investigation: How does DES enhance data security in cloud
systems? What are the limitations of DES in cloud computing? How does AES improve upon DES for
cloud data protection? What challenges does AES face in cloud environments? How do DES and AES
compare in terms of performance, scalability, and resource consumption in cloud settings? The research

uses a quantitative approach where Matlab R2009a is used for simulation purposes to evaluate the effects

of these encryption standards on cloud security. The paper follows this outline: a literature review on
cryptographic solutions, methodology on simulation procedures, results from testing algorithms, and a
conclusion discussing the findings and implications for secure cloud computing.
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e DES Role in Strengthening Cloud Security

Early work did focus on DES as an effective means for securing data in the cloud by utilizing a
symmetric encryption mechanism. Yet these early works usually complained that DES is vulnerable to
brute-force attacks, because it is relatively short and weak in key length. The next round of research
targeted those weaknesses by proposing new versions of DES but somehow did not have a dynamic test
for the new design in cloud environments. Recent studies emphasize the integration of DES with other
security protocols, but there are still problems in scalability and performance. Hypothesis 1: DES
significantly enhances data security in cloud systems, but its effectiveness is hampered by weaknesses in
key length.

e Limitations of DES in Cloud Computing

Initial studies were more concerned with the speed of DES encryption and its ease of implementation,
but these studies often neglected the fact that DES is vulnerable to some forms of cryptographic attacks,
such as differential cryptanalysis. Subsequent researches tried to measure these weaknesses, and it was
found that although DES provides satisfactory security for smaller data, it cannot handle large-scale,
complex cloud environments. Current research focuses on the need for stronger, more flexible algorithms
in the cloud. Hypothesis 2: The weakness of DES in cloud computing is due to its susceptibility to
cryptographic attacks and inability to deal with big data securely.

e AES's Advantages Over DES for Cloud Security

Initial research indicated that AES is more secure than DES because of its longer key length and more
complex encryption process. These studies showed that AES can stand against several attack vectors
used to compromise DES. Mid-term research confirmed the security of AES by using real-world
applications in cloud environments but with performance trade-offs on initial implementations. Current
research focuses on optimizing AES for cloud computing, balancing between security and efficiency.
Hypothesis 3: AES significantly improves cloud data security over DES, especially when it comes to
cryptographic attacks.

e Challenges with AES in Cloud Environments

The first studies revolved around the implementation of AES in cloud systems and stated that AES is
computation-intensive and will affect system performance. Further research then considered solutions for
such negative impacts, including hardware acceleration and optimization techniques, which still lacked
extensive evaluations of AES in different cloud infrastructures. Recent studies aim to balance AES's
security benefits with its computational demands, yet challenges remain in achieving optimal
performance without compromising security. Hypothesis 4: AES faces challenges in cloud environments
due to its computational demands, necessitating optimization for efficient performance.

e Comparative Analysis of DES and AES in Cloud Computing

12



Abhi International Journal of Computer Science and Engineering(AIJCSE)

Initial comparisons between DES and AES focused on basic performance metrics, often highlighting
AES's advantages in security and scalability. However, these researches often ignored real-time
application scenarios and resource consumption issues. Subsequent research used more sophisticated
simulations and demonstrated subtle variations in their performance across different cloud scenarios. The
most recent research indicates that these algorithms have to be tested contextually to understand the
trade-off between them. Hypothesis 5: DES and AES have significantly varying performance, scalability,
and resource consumption with AES having a better security outcome for cloud computing scenarios.

Method

This section explains a quantitative research approach applied on assessing the efficiency of the DES and
AES algorithms in cloud security, where data collection is done along with explaining variables adopted
for the study. This helps understand the intense processes used in testing the said encryption standards.

Data

Data for this research are collected during simulations that were performed employing Matlab R2009a.
The simulation considers the implementation and execution of DES and AES in cloud environments.
Scenarios include different cloud computing scenarios to ensure a broad basis of security and
performance characteristics. Sampling techniques include diverse instances of cloud service models or
configurations. The criteria of the study centring on encryption speed, level of data security, and resource
usage across different cloud infrastructures result in a detailed dataset capable of testing the efficiency of
cryptographic algorithms.

Variables

Independent variables are type and key length and configurations regarding the encryption algorithm
(DES and AES). Dependent variables are the performance metrics centred on encryption speed, security
level, and the quantity of resources consumed. Instrumental variables are cloud environment
configuration and computational resources provision for encryption processes. Control variables are
network conditions and data volume so that the analysis can remove extraneous effects of encryption
algorithms on cloud security. Literature from cryptography and cloud computing research is used to
substantiate the measurement methods for such variables, thus guaranteeing reliability and accuracy of
results.

Results and Discussion

This section critically assesses the existing literature that addresses DES and AES encryption standards
in cloud environments, focusing on the sub-research questions developed in the introduction. It discusses
the effectiveness and limitations of both algorithms, comparing their performances and security
implications in a cloud environment. This section also summarizes some of the deficiencies of past work,
which include underemphasis on real-time applicability and lack of scalability, and discusses how this
paper will bridge these gaps. The section concludes with five hypotheses relating encryption algorithms
to cloud security, that are tested in subsequent sections.

Results It depicts an all-inclusive study on the performance and security implication of DES
and AES encryption algorithms in cloud computing using data from Matlab R2009a
simulations. The descriptive statistical analysis portrays an overview of encryption speed, data
security, and consumption of resources for the two algorithms. Regression analysis supports
the hypotheses by clearly proving the superiority of AES, where it offers solid security and
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handles larger data efficiently. However, the computational requirements of AES necessitate
optimization to maintain system performance. The results emphasize the importance of
choosing appropriate encryption standards based on specific cloud computing needs and
security requirements. Effectiveness of DES in Cloud Security This finding confirms Hypothesis
1, which states that DES improves cloud data security due to its symmetric encryption
mechanism. Analysis of simulation data indicates that DES effectively secures data against
unauthorized access in controlled environments, with encryption speed being one of the
advantages. The independent variables include the DES key length and configuration, while
the dependent variables are security metrics such as encryption strength and data integrity.
Empirical significance of DES in secure cloud applications resonates with classical encryption
theories as it plays a fundamental role in securing data. Nevertheless, in large-scale
applications, limitations in key length make security difficult, and it will also pose other
requirements for additional security support. This finding thus depicts the need to balance
security versus performance regarding DES, especially in cloud computing environments.
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e Overcoming DES Challenges in Cloud Computing

This outcome supports Hypothesis 2, which says DES is limited in cloud computing due to its
vulnerability towards cryptographic attacks and problems while dealing with large amounts of data
securely. The simulation results indicated that DES is vulnerable to some attack vectors, especially in
dynamic cloud environments where the data volume and complexity increase. Independent variables are
key: they include the encryption configuration of DES, whereas dependent variables focus on
vulnerability metrics, such as susceptibility to attacks and data breach incidents. Empirical significance
implies that, though DES provides basic security, its application in the cloud is highly restricted because
it cannot ensure effective security of large data. This suggests that high-grade encryption technologies
need to be developed for overcoming such deficiencies and complete protection of data in the cloud.

e The Findings for Hypothesis 3

It indicates that AES provides more enhanced security over DES, protecting cloud data. Simulation data
indicate robust security features provided by AES such as resistance to more ranges of cryptographic
attacks and enhanced integrity. Independent variables in this model will be the AES key length and
configuration, while dependent variables are on metrics about security, including the encryption strength
and breach prevention. In empirical terms, this reflects AES's security capacities aligned with modern
encryption theories in supporting its use within secure cloud applications. However, the analysis also
shows performance trade-offs, which imply that optimization is required for maintaining system
efficiency. This result indicates that advanced encryption standards are essential for securing cloud data
and that AES is the preferred choice for secure cloud computing.

e AES Challenges in Cloud Environments

This result supports Hypothesis 4, which states that AES faces challenges in cloud environments due to
its computational demands and needs optimization for efficient performance. Simulation results show
that although AES offers better security, the implementation of AES may negatively affect system
performance, especially in resource-constrained cloud environments. The independent variables are AES
encryption configuration, while dependent variables focus on performance metrics, such as encryption
speed and resource usage. Empirical significance suggests that optimizing AES for cloud environments
is important in balancing security and efficiency with theories of computational optimization in
encryption. This result points to the necessity of customized solutions for improving the applicability of
AES in various cloud infrastructures while maintaining security robustness without degrading system
performance.

e Comparative Analysis of DES and AES Performance

This result confirms Hypothesis 5, which states that there are significant differences between DES and
AES in terms of performance, scalability, and resource consumption in cloud computing environments.
Comparative analysis of simulation data shows that AES generally offers better security results, with
better scalability and data protection. The independent variables are encryption algorithm type and
configuration, while the dependent variables are performance metrics such as encryption speed,
scalability, and resource efficiency. The empirical significance highlights the superiority of AES in
handling complex cloud applications, which makes it a preferred encryption standard for secure cloud
computing. Based on specific cloud security needs, different encryption algorithms should be employed
to ensure optimal performance in light of that protection.

Conclusion
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Through this research, the strengths of DES and AES for cryptography were given consideration along with
their roles in improved data security and solutions regarding definite challenges in cloud environments. The
results show AES performance is better than that offered by DES in terms of security and handling large
chunks of data, though higher computational requirements call for better optimization. This research will
enhance the knowledge of cryptographic solutions for secure cloud computing while providing insight into
the selection of proper standards for encryption based on individual needs. However, reliance on simulation
data may not capture real-world complexities; further research is also warranted in exploring emerging
encryption technologies. Future research should involve an investigation of additional cryptographic
solutions and their implications in diversified cloud settings to enhance best practices in secure cloud
computing.children literature much like African adult literature is often socially didactic, _arts for life‘s sake’
and as such encourages children to be good and to shun evil for the growth of a morally focused society
because it is well known Abraka Humanities Review, Vol. 10 Num. 1, 2020 Abraka Humanities Review, Vol. 10
Num. 1, 2020 77 and widely believed that children are the future of any society, region and nation. This
chapter therefore concludes that African children’s prose fiction serves a major role in educating African
children on African values. However, more can, and should be done in the production and promotion of
prose fiction for the African children.
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