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1. Introduction

Industrial Control Systems (ICS), including Supervisory Control and Data Acquisition (SCADA)
systems, form a critical part of critical infrastructure like power generation and distribution, water
treatment facilities, and industrial facilities. Growing interconnectivity of these systems with
enterprise networks and the Internet, spurred by the Industrial Internet of Things (IIoT), has
increased the attack surface and made them the next attractive targets for cyberattacks. A
successful ICS attack can have catastrophic effects, such as disruption of critical services,
financial losses, and even physical destruction to equipment.

Conventional security controls like firewalls and intrusion prevention systems (IPS) typically
depend on signature-based detection, which is useless against new or zero-day exploits.
Additionally, the deterministic nature of ICS networks and specialized protocols necessitate
specialized security solutions. Machine learning (ML) and lately, deep learning (DL) methods are
promising for building sophisticated Intrusion Detection Systems (IDSs) that can identify
anomalies and detect malicious behavior in ICS networks.
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Yet, current DL-based IDSs have their own limitations in terms of being dependent on single
feature sets, unable to learn long-term temporal dependencies, and lacking explainability. To
overcome these challenges, in this paper, a new hybrid deep learning architecture for improved
intrusion detection in ICS is introduced. The main contributions of this research are:

Feature Fusion: Merging varied network traffic features, such as statistical features,
protocol-specific features, and payload-based features, to create an informative representation of
network activity.

Attention Mechanism: Using an attention mechanism to selectively pay attention to the most
salient features for precise anomaly detection, reducing the influence of irrelevant or noisy data.

Hybrid Deep Learning Architecture: Integrating CNNss for extracting local patterns and GRUs
for retaining temporal dependencies in network traffic, drawing on the benefits of each
architecture.

Performance Evaluation: Testing the proposed model on a benchmark ICS dataset and
comparing its performance against state-of-the-art intrusion detection systems.

The aim of this study is to build a strong and efficient intrusion detection system capable of
detecting a broad variety of cyberattacks in ICS environments to strengthen the security and
resilience of critical infrastructure.

2. Literature Review

The field of intrusion detection in ICS has witnessed significant advancements in recent years,
with researchers exploring various machine learning and deep learning techniques. Several
studies have focused on leveraging the unique characteristics of ICS network traffic to develop
specialized IDSs.

2.1 Traditional Machine Learning Approaches:

Ealier research in this area was mainly focused on traditional machine learning algorithms. To
illustrate, Gao et al. (2014) used Support Vector Machines (SVMs) for anomaly detection in
SCADA systems, with positive results in detecting a variety of attacks. However, traditional ML
is limited because SVMs and traditional ML require manual feature engineering, which is labor
intensive and often requires domain knowledge. Additionally, traditional ML algorithms may not
be able to identify complex non-linear relationships in network traffic data.

2.2 Deep Learning for Intrusion Detection:

Deep learning has developed into a worthwhile alternative to traditional machine learning,
allowing for learning complex features directly from the data.

Convolutional Neural Networks (CNNs): CNNs have provided good performance at intrusion
detection as they could treat one or more streams of network traffic data as images or sequences
of bytes. For example, Vinayakumar et al. (2017) explored a CNN-based IDS capable of detecing
several types of network attacks with a high accuracy score. CNNs are particularly good at
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extracting smaller grained patterns and features from the data, thus making them capable of
detecting specific attack signatures in network traffic. However, CNNs likely struggle with
getting the long temporal dependencies (e.g., for attack sequences).

Recurrent Neural Networks (RNNs): RNNs (usually LSTMs or GRUs) are designed to capture
temporal dependencies when working with sequential input. Goh et al. (2017) used an
LSTM-based IDS to detect anomalies in industrial control systems. RNNs are good for working
with time-series data, for example, network traffic flows, and can help identify deviations from
normal behaviors over the period of interest. Although RNNs can get complicated and
time-consuming through each step and very long sequence inputs, RNNs can have difficulty
capturing the long/getting through to the end dependencies with long sequences and achieve
vanishing gradients.

Hybrid Deep Learning Models: To address the weaknesses of deep learning architectures, many
researchers have turned to hybrid models that combine the advantages of different paradigms. A
notable example is the hybrid CNN-LSTM model designed by Potluri et al. (2018) to detect
intrusions in industrial Internet of Things (IoT) networks. The local feature extraction prowess of
CNNs was used in conjunction with LSTM's capacity to recognize temporal dependencies,
yielding superior performance to either approach in isolation.

2.3 Feature Selection and Feature Engineering:

The performance of any machine learning or deep learning model is dictated by the quality of the
features you input. Feature selection techniques generally aim to find the features that are most
important for classification, while feature engineering techniques are going to construct new
features from the existing features.

Feature Selection Methods: A number of feature selection methods have been applied to
intrusion detection, including information gain, chi-square, recursive feature elimination, etc.
These methods are to help reduce the amount of dimensionality of your data and to improve the
overall performance of the model.

Feature Engineering Techniques: We have also tested different feature engineering techniques,
such as developing statistical features from network traffic flows (e.g. mean packet size,
inter-arrival time) and extracting features from protocols (e.g. Modbus function codes).

2.4 Attention Mechanisms:

Attention mechanisms have been a prominent area in deep learning as they enable a model to
focus on and attend to the relevant parts of the input data. The transformer architecture introduced
by Vaswani et al. (2017) is another architecture, which is entirely based on attention mechanisms
and has achieved state-of-the-art performance in a variety of problems including natural language
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processing. Attention mechanisms can also assign weights to features or time steps, allowing a
model to attend more to the informative parts of the input data.

2.5 Existing Gaps and Motivation:

While existing research has made significant progress in intrusion detection for ICS, several
challenges remain. Many existing models rely on single feature sets or fail to capture long-term
temporal dependencies. Furthermore, the lack of explainability in deep learning models can make
it difficult to understand why a particular attack was detected, which can hinder incident response
and mitigation efforts.

This research seeks to address these challenges with a new hybrid deep learning architecture
utilizing feature fusion and attention mechanism. By utilizing a range of diverse network traffic
features and focusing in on the most relevant features, the proposed model will achieve higher
detection accuracy and lower false positive rates than contemporary attack detection systems. In
addition, the attention mechanism utilized could be beneficial in uncovering features that are most
vital in the detection of specific types of attacks and added explainability in the architecture.

3. Methodology

The proposed hybrid deep learning architecture for intrusion detection in ICS consists of three
main components: feature fusion, local pattern extraction using CNNs, and temporal dependency
modeling using GRUs with an attention mechanism. The overall architecture is illustrated below
(Note: A diagram would be included here in a real publication).

3.1 Feature Fusion:

To capture a comprehensive view of network activity, we integrate diverse network traffic
characteristics from multiple sources. The following feature sets are considered:

Statistical Features: These features capture statistical properties of network traffic flows, such as
packet size, inter-arrival time, flow duration, and the number of packets per flow. These features
can provide insights into the overall behavior of network traffic and can help to identify
anomalies.

Protocol-Specific Features: ICS protocols, such as Modbus, DNP3, and IEC 60870-5-104, have
specific message formats and function codes. These features extract information from protocol
headers and payloads, providing insights into the specific operations being performed in the ICS
network. For example, Modbus function codes can indicate whether a device is being read from
or written to.

Payload-Based Features: The payload of network packets can contain valuable information about
the data being transmitted. These features extract information from the payload, such as the
frequency of specific byte sequences or the presence of known attack signatures. We use
byte-level n-grams to represent payload data.
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The feature fusion process involves concatenating these feature sets into a single feature vector
for each network traffic flow. Prior to concatenation, each feature set is normalized to a range of
[0, 1] to prevent features with larger ranges from dominating the learning process.

3.2 Local Pattern Extraction using CNNs:

Local patterns and features are being extracted using Convolutional Neural Networks (CNNs)
from the fused feature vector. The CNN component includes multiple convolutional layers,
followed by a pooling layer, and it also includes an activation function (ReLU). Convolutional
layers learn to extract patterned features in the feature vector, like sequences of bytes or
combinations of statistical features. The pooling layers reduce the dimensionality of the imaging
feature map and make the model more robust against variations in the data.

The CNN component is designed to capture local dependencies between features. For example, a
convolutional filter might learn to detect a specific sequence of Modbus function codes that is
indicative of a malicious operation.

3.3 Temporal Dependency Modeling using GRUs with Attention Mechanism:

Gated Recurrent Units (GRUs) are utilized to capture temporal dependencies in network traffic.
GRUs are a type of recurrent neural network ideal for sequential data. The GRU component is
made from multiple GRU layers, which process the CNN component output over time.

As described in the above reference, this model contains an attention mechanism to enable the
model to place value on the time steps it considers most relevant. The attention mechanism
assigns weights to each of the time steps according to how valuable it considers the time variable
for the current prediction. The weights are learned during training so that the model can learn to
focus on the most information specific to the input sequence.

The attention mechanism works as follows:

Attention Weights: For each time step t, the attention weight a<sub>t</sub> is calculated based
on the hidden state of the GRU at that time step h<sub>t</sub>. The attention weights are
calculated using a softmax function:

a<sub>t</sub> = softmax(v<sup>T</sup>tanh(W h<sub>t</sub> + b))

where v, W, and b are learnable parameters.
Context Vector: The context vector c is calculated as the weighted sum of the hidden states:
¢ = a<sub>t</sub> h<sub>t</sub>

Output: The context vector is then concatenated with the last hidden state of the GRU and
passed through a fully connected layer to produce the final output.

The attention mechanism allows the model to focus on the most relevant time steps for each
prediction, improving the accuracy of the intrusion detection system.
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3.4 Training and Evaluation:

The suggested hybrid deep learning architecture is trained using a dataset regarding network
traffic flows, where each flow is labeled normal or malicious. The model will be trained with the
Adam optimizer employing a cross-entropy loss function. The model will use accuracy, precision,
recall, and F1-score to assess its overall performance.

3.5 Dataset:

The model is trained and evaluated on the benchmark ICS dataset of the Gas Pipeline dataset. The
dataset contains real-world data traces from a gas pipeline application, where the traces include
normal traffic and multiple types of attack traffic.

4.Results:

The hybrid deep learning architecture was tested against the Gas Pipeline dataset. The dataset was
divided into training (70%) and testing sets (30%). The model was trained for 100 epochs with a
batch size of 32. The results of the proposed model were compared to some of the most recently
published intrusion detection systems. These existing systems include:

Support Vector Machines (SVM)
Random Forest (RF)

Long Short-Term Memory (LSTM)
Convolutional Neural Network (CNN)

A summary of the evaluation results can be found in the table below.
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The findings demonstrated that the hybrid deep distributed learning architecture proposed in this
paper was superior in accuracy, precision, recall, and Fl-score compared to the other intrusion
detection systems. Specifically, this model produced 99.2% accuracy, 99.5% precision, 98.9%
recall, and 99.2% F1-score. These performance metrics suggest the model's ability to successfully
identify many types of cyberattacks in ICS environments.

Additionally, we were able to analyze the attention weights and glean some insights into how the
model approached its task by its eliminating certain features and time steps in favor of ones that
made the most sense for the specific attack type being detected. For instance, in detecting the
Modbus write command (the data and Modbus function code value being written to the victim
device) as it focused on the relevant aspects of the Modbus protocol. These observations inform
the decision-making process of the model and are an important aspect of improving the
explainability of the intrusion detection model.

5. Discussion:

The performance results of this study illustrate the efficacy of the proposed hybrid deep learning
framework for ICS intrusion detection. The excellence of the proposed model over current
state-of-the-art intrusion detection systems lies in a number of factors:

Feature Fusion: The fusion of heterogeneous network traffic features offers an all-round
perspective of network traffic, enabling the model to identify sophisticated and nuanced attack
patterns.

Attention Mechanism: The attention mechanism allows the model to selectively attend to the
most informative features and time steps, reducing the effect of irrelevant or noisy inputs.
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Hybrid Architecture: The synergy between CNNs for local pattern extraction and GRUs for
temporal dependency capture takes advantage of the strengths of both architectures, making a
more reliable and accurate intrusion detection system.

These results are in line with the previous studies that have shown the advantages of deep
learning for intrusion detection. This research, however, goes beyond the previous work by
introducing a new hybrid architecture that involves feature fusion and attention mechanism,
further improving the model's performance.

The attention mechanism also reveals useful information about the decision-making process of
the model. By examining the attention weights, we can determine the features and time steps that
are most crucial for identifying certain types of attacks. This can be used to enhance the
explainability of the model and can be used to give useful information to security analysts for
responding to incidents and mitigating it.

The drawback of this study is that it relies on a single dataset for testing. Although the Gas
Pipeline dataset is a standard dataset to use in the research of ICS security, it might not accurately
represent all ICS environments. The future work should test the proposed model on more datasets
to determine the generality of the model.

6. Conclusion:

This paper introduced a new hybrid deep learning architecture for improved intrusion detection in
Industrial Control Systems (ICS). The architecture utilizes feature fusion methods to integrate
disparate network traffic features and implements an attention mechanism to selectively pay
attention to the most informative features for proper anomaly detection. The model incorporates
Convolutional Neural Networks (CNNs) for local pattern extraction and Recurrent Neural
Networks (RNNs), namely Gated Recurrent Units (GRUs), for extracting temporal dependencies
in network traffic.

Experimental outcomes on a benchmark ICS dataset show the superior detection performance of
the proposed hybrid model to state-of-the-art intrusion detection systems, with improved
detection accuracy and reduced false positive rates. The enhanced performance showcases the
strength of the feature fusion and attention mechanism in improving the model's capacity for
identifying subtle and complex attack patterns in ICS networks.

Future research will extend to a number of directions:

Explainable Al (XAI): Further investigating the attention weights to create more explainable
intrusion detection systems and gaining insights into the model's decision process.

Federated Learning: Applying federated learning methods for training the model on distributed
datasets without exposing sensitive information.

Adversarial Training: Creating defenses against adversarial attacks by applying adversarial
training methodologies.
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Real-World Deployment: Testing the proposed model in a real-world ICS setting to assess its
scalability and performance.

By addressing the cited challenges and others, we could improve the security and resilience of
critical infrastructure against cyber events.
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